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Abstract

Toxic speech on online civic engagement platforms (CEPs) disproportionately affects marginalized groups and threatens
the diversity of citizen voices. However, the deployment of Al-driven toxic speech detection (TSD) tools for CEPs faces
complex challenges from legal, psychological, and technical perspectives that remain insufficiently explored. We present a
first-of-its-kind interdisciplinary review of these challenges, focusing on the explainability of TSD systems, their compli-
ance with European legal standards and offer a roadmap for ethical deployment. Our review reveals three main findings.
First, although transparency in Al decision-making is necessary from both legal and psychological perspectives, assessing
the explainability of Al-driven TSD tools, and their compliance with legal regulations within Europe, remains a significant
challenge. Second, current explainability approaches, ranging from toxic span identification to advanced explainable Al
methods, lack standardized metrics. This makes it difficult to assess their reliability and appropriateness for CEPs. Third,
despite the importance of TSD, frameworks and best practices for CEPs are still lacking in existing literature. This paper
aims to fill this gap by providing a holistic perspective on the challenges and solutions for TSD deployment. It provides
the foundation for collaborative efforts to develop and standardize metrics, evaluation protocols, and best practices that can
ensure Al decisions in CEPs are transparent, accountable, and aligned with users’ needs.

Keywords Toxic speech detection - Content moderation - Artificial intelligence (AI) - Online civic engagement - Legal
regulations - Explainable Al

1 Introduction of access and potential anonymity on social platforms often
lead to destructive and uncivil interactions (Ziegele et al.
2018). Toxic speech on online platforms primarily targets
individuals from marginalized or vulnerable groups, fre-
quently resulting in reduced or restrained online activity

among those affected (ADL 2019; Silva et al. 2021). Since

We are living in an era, where digital platforms have become
the new public square. Dialogs, discussions, and informa-
tion exchanges increasingly occur online, overcoming tra-
ditional limitations of time and location. However, the ease
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individuals from marginalized groups are already underrep-
resented and thus less heard in political discourses (Kuran
et al. 2020; Raisio et al. 2014), such verbal attacks on online
platforms can exacerbate the inequalities, discriminating
against individuals, such as those with disabilities, mem-
bers of the LGBTQ-community, ethnic minorities, and other
marginalized groups.

This review is structured as follows: we start with an
overview from a psychological perspective on the necessity
and the scope of Artificial Intelligence (Al) toxic speech
detection (TSD) on online platforms, with a particular focus
on civic engagement platforms (CEPs). The focus of Sect. 2
lies on the laws and regulations within the European Union
(EU). This constitutes the legal prerequisites for applying
TSD tools and content moderation on social platforms.
This is followed by a comprehensive technical review of
current AI TSD tools and relevant approaches to assess their
explainability in Sect. 3. In Sect. 4, we then synthesize legal
insights, psychological implications and technical gaps and
deliver CEPs-specific recommendations. Subsequently, we
present a research agenda where we announce both short-
and long-term goals from each discipline to provide direc-
tives for future research.

1.1 The psychological impact of toxic speech

Toxic speech, encompassing various forms of harmful
communication such as offensive, abusive, and hate speech
(D’Sa et al. 2020), on online social platforms is a grow-
ing concern. Research has shown its significant impact on
user behavior on online platforms. Smirnov et al. (2023), for
example, found that toxic speech on Wikipedia is associated
with decreased editor activity and an increased likelihood
of editors permanently leaving the platform. Waseem et al.
(2017) provide a typology of abusive language, distinguish-
ing between explicit versus implicit and directed versus
generalized abuse. Abusive language can be aimed at a spe-
cific individual or group, or it can be directed more broadly
at a generalized ‘other’, such as individuals of a particular
ethnicity or sexual orientation. The explicit versus implicit
dimension differentiates between denotation, the literal
meaning of a term, and connotation, which considers the
sociocultural context (Waseem et al. 2017). Implicit abusive
language often disguises its offensive nature through sar-
casm or ambiguous terms, relies on stereotypes and indirect
language, and has received limited attention (Hoang et al.
2024). Explicit abusive language clearly exhibits offensive
characteristics, including racist or homophobic terms, and
has been studied more widely (Schmidt and Wiegand 2017,
Jahan and Oussalah 2023). For further classifications and
relations between abusive and toxic, hate and aggressive
speech, sexist/homophobic/religious and offensive speech
concepts and a hierarchy, see Poletto et al. (2021). For this
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review, foxic speech is used as an umbrella term encompass-
ing both explicit and implicit language aimed at harming
others.

A 2018 survey of U.S. residents revealed that marginal-
ized groups are the most frequent targets of online toxicity
(ADL 2019). In one of three cases, online harassment is
targeted at a characteristic of the victim that requires protec-
tion, including disability, religion, gender identity, sexual
orientation, race, or ethnicity. Persons from the LGBTQ
community, Muslims, Hispanics, and African Americans
are particularly vulnerable to experience identity-based
discrimination (ADL 2019). A study by Silva et al. (2021)
found that terms related to racism were among the most fre-
quently used hate words on major social platforms. Such
toxic behavior has discouraged the participation of targeted
individuals in online discourse, undermining diversity in
digital discussions (ADL 2019). For example, a Swedish
study reported how journalists expressed fear and thoughts
on leaving their profession after being confronted with
online harassment (Lofgren Nilsson and Ornebring 2016).
Exposure to hate speech on platforms like Reddit has also
been linked to increased stress and depressive symptoms
among users (Saha et al. 2019; Wachs et al. 2022).

1.2 Toxic speech and online civic engagement

Considering the underrepresentation of marginalized groups
in political activities and online civic engagement (see e.g.,
Guldvik et al. 2013; Davies and Procter 2020), TSD on plat-
forms where citizens exchange opinions, suggest civic pro-
jects or vote and comment on them is an essential require-
ment for equal representation and inclusion on online CEPs.

Civic engagement is defined as the individual or collec-
tive participation of citizens in solving social problems in
their communities (Gil de Zudiiga et al. 2012). Tradition-
ally, this engagement apart from elections has been pursued
through focus groups, surveys, and town hall meetings.
Digital technologies have expanded these opportunities for
citizen participation, allowing for engagement that is inde-
pendent of time and place (Berntzen and Johannessen 2016).

CEPs, thus, play an increasingly important role in facili-
tating public participation in societal issues by making use
of digital technologies to engage citizens with each other and
with local governments (Berntzen and Johannessen 2016;
Cho et al. 2021). They have recently shown to complement
offline engagement and also directly influence civic attitudes
and behavior (Zait and Andrei 2019). Digital participation
platforms are a particular type of collaborative social media,
providing the characteristics of popular social media (e.g.,
Facebook or X) and supporting user-generated content and
sharing (Falco and Kleinhans 2018). Because of that, it is
reasonable to apply TSD methods, which have been used
in the context of social media platforms, for CEPs as well.
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However, democracy thrives on diverse voices, and so it is
also a high goal of CEPs that citizens from vulnerable and
marginalized groups are represented and actively engaged
in civic life. For these platforms to thrive, an inclusive and
respectful online environment is essential, where toxic con-
tent is detected and removed immediately.

TSD, a form of content moderation, is defined as ‘the
screening, evaluation, categorization, approval or removal/
hiding of online content according to relevant communica-
tions and publishing policies. It seeks to support and enforce
positive communications behavior online, and to minimize
aggression and anti-social behavior’ (Flew et al. 2019). As
online discussion platforms are designed to enable easy and
often anonymous posting, moderation is essential to prevent
a flood of offensive or toxic text, image, or other material
by users. Content moderation and the detection of toxic
content can take place before (pre-moderation) and/or after
(post-moderation) a post has been published (De Gregorio
2020). When the quantity of new posts or comments is high,
pre-moderation is usually conducted automatically to avoid
time delays in communication (Werthner et al. 2024). Post-
moderation of platform content, dealing with posts or com-
ments that are online already, is usually done by moderators
who are in charge of a positive discussion environment, or
by users who report them for different reasons (Werthner
et al. 2024). Beyond the risk of users encountering toxic
speech before it is removed by post-moderation methods,
ElSherief et al. (2021) found that hate speech can increase
the online visibility of its instigators. Thus, pre-moderation
should be preferred to post-moderation, on the one hand to
avoid the confrontation of toxic speech with users altogether
and on the other hand not to give instigators more power
through visibility.

As there is much debate about the extent to which online
forums are moderated and where to draw the line between
acceptable and unacceptable expressions and terms (Jakob
et al. 2023; Abadi et al. 2016), it is important to consider
the purpose of the platform and the goals it is pursuing.
For CEPs, which should aim to gather the opinions, wishes,
and suggestions of a diverse civic community, particularly
targeting underrepresented groups, there should be no toler-
ance for toxic speech.

In addition, an environment in which respectful language
without derogatory terms is used influences not only margin-
alized groups but also majority groups. This was shown in
a study by Carnaghi and Maass (2007), where heterosexual
people were more likely to have negative attitudes towards
homosexual people when they are exposed to depreciating
terms (i.e., slurs) compared to non-depreciating terms for
homosexual people. Toxicity detection tools are, thus, not
only capable of creating a safer online space by identifying
and mitigating various forms of negative behavior, including
hate speech and harassment (Aroyo et al. 2019) but also of

avoiding majority groups being exposed to derogatory labels
for minorities and can, therefore, lead to more positive atti-
tudes towards them (Carnaghi and Maass 2007).

Implicit toxic speech, heavily context-dependent and less
detected by predetermined linguistic rule-based approaches
(Breitfeller et al. 2019), presents a challenge of detect-
ing abusive language, which, in general, is the subjective
nature of offense. For instance, it was found by Waseem
et al. (2017) that humans moderating abusive content are
more likely to identify racism as hate speech than content
including sexism, highlighting the social biases in human
moderation. The use of algorithms for content moderation
as an ex ante approach that aims to enforce platform policies
by removing toxic content as it is uploaded, before it can be
viewed or shared by users (Cobbe 2021), can prevent pro-
hibited content from spreading and reduce the workload on
human moderators (Young 2022). However, as manual and
semi-automated moderation methods have shown limited
success, Gongane et al. (2024) advocate for more advanced
approaches using Natural Language Processing (NLP) with
Machine Learning (ML) algorithms.

1.3 The potential of (transparent) Al in TSD
and content moderation

While the performance of Al-driven approaches is signif-
icant, the transparency of these systems is a key compo-
nent for being well received and used by platform users.
Research has shown the important role of transparency in
Al systems for user trust and understanding. For example,
Molina and Sundar (2022) showed that providing informa-
tion about the basis on which a platform’s content modera-
tion system makes decisions improves users’ perceptions of
disclosure, agreement with the platform’s policies, and trust
in the moderation system. For instance, disclosing the key-
words or decision criteria used for classification empowers
users with a sense of agency, enabling them to understand
and align with ML moderation practices. A user survey by
Suzor et al. (2019) found that opaque moderation practices
on social media platforms significantly hinder users’ abil-
ity to understand and learn from content removal decisions.
Often, users received little or no explanation, and conse-
quently struggled to grasp the rules or adjust their behav-
ior accordingly. Only about half of the surveyed users felt
confident in understanding the reasons behind moderation
actions. In response to vague or absent explanations, many
developed their own informal theories, often attributing con-
tent removal to biased moderators or external influences.
This aligns with Jhaver et al. (2019), who demonstrated the
effect of providing explanations for content moderation on
reduced likelihood of future post removals. Their analysis
of 32 million posts showed that removal explanations edu-
cate users about community norms, helping them become
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more productive members. Interestingly, explanations given
by human moderators did not have a significant advantage
over those provided by bots in reducing future removals.
In the context of politically sensitive online debates on
social media, a study by Abokhodair et al. (2024) found
that opaque content moderation practices had a particularly
harmful impact on political activists. The lack of transpar-
ency and perceived bias led to a profound loss of trust in
platforms, reinforcing feelings of marginalization. This
sense of being systematically silenced heightened frustration
and anxiety among activists, contributing to more polarized
and fragmented online discourse.

In addition to that, Cook et al. (2021) revealed that users
who better understood content moderation practices were
more likely to actively participate in toxicity management
on platforms (e.g., flagging toxic content or communicat-
ing with platform managers). Thus, transparent Al systems
for content moderation can improve perceived fairness
by clearly communicating how toxic content is detected,
reviewed, and removed, reducing potential misunderstand-
ing (Abokhodair et al. 2024). Beyond that, compared to non-
transparent Al systems for content moderation, transparent
systems can consistently enhance the effectiveness of mod-
eration through increased user support and feedback.

To date, there has been no systematic investigation into
how technology addresses toxic speech and harmful interac-
tions in online CEPs. To address this, we investigate the cur-
rent state of TSD technologies, identify gaps in their explain-
ability, and provide recommendations for future research. As
such, this work sets the foundation for the development of
a unified explainability evaluation framework where plat-
form moderators would be able to compare available tools,
and clearly observe the advantages and disadvantages of
each available solution. To understand the requirements of
constructive engagement in online platforms, it is crucial to
examine existing European legal regulations and relevant
ethical considerations before conducting a state-of-the-art
analysis of Al-driven TSD tools.

2 Legal and ethical considerations

TSD tools have become integral to digital platforms, ensur-
ing compliance with the Digital Services Act (DSA). The
broader EU legal framework, including the General Data
Protection Regulation (GDPR), and the EU Artificial Intel-
ligence Act (Al Act), imposes stringent requirements on
the development and implementation of such systems. TSD
tools must adhere to key legal principles, including trans-
parency, accountability, accuracy, human intervention, and
the protection of fundamental rights, as outlined in these
regulatory frameworks. While comparable initiatives exist
outside Europe—including the U.S. Blueprint for an Al Bill
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of Rights,' a non-binding framework with diminished influ-
ence under the current administration, Canada’s draft Arti-
ficial Intelligence and Data Act,”? which stalled and was not
enacted as of May 2025, and South Korea’s 2023 Al Basic
Act,? which has been enacted and will come into force in
January 2026—none currently impose obligations as com-
prehensive, enforceable, or harmonized as the combined
GDPR, DSA, and Al Act regime.

2.1 TSD and the DSA

The DSA defines content moderation as actions taken by
platforms to detect, identify, and address illegal content or
content that violates a platform’s Terms of Service (ToS)
(Article 3(t) DSA). TSD tools, as automated tools, are
tasked with filtering harmful content, including hate speech
and harassment. Their regulation differs based on whether
the content is classified as illegal or as content violating a
platform’s ToS (Farinho 2024; Rojszczak 2023; Appelman
2021).

From a legal standpoint, it is essential to distinguish
between these two categories:

e [llegal content includes speech that violates national or
EU laws, such as incitement to violence or hate speech
(Article 3(h) DSA). Platforms are obligated to remove
this content swiftly under the DSA framework.

¢ In contrast, content that violates a platform’s ToS may
be harmful but not necessarily illegal. Platforms typically
prohibit such content to maintain community standards,
and they must ensure that these standards are transpar-
ently defined and applied consistently to prevent arbitrary
restrictions on freedom of expression (Rojszczak 2023;
Appelman 2021).

In CEPs, it is especially important that terms and con-
ditions promote inclusivity while safeguarding vulnerable
groups. These platforms must clearly define toxic speech,
even if it is legal, and implement precise detection tools to
manage it effectively (Appelman 2021).

The DSA imposes several obligations on platforms
employing TSD tools:

e Transparency: Platforms must inform users about their
content moderation policies, including the use of auto-

! https://www.whitehouse.gov/wp-content/uploads/2022/10/Bluep
rint-for-an-Al-Bill-of-Rights.pdf

2 https://www.parl.ca/documentviewer/en/44-1/bill/C-27/first-reading
3 https://www.msit.go.kr/eng/bbs/view.do?bbsSeqNo=42&mId=4&
mPid=2&nttSeqNo=1071&pagelndex=&sCode=eng&searchOpt=
ALL&searchTxt=
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mated tools for TSD on (Articles 14(1) and 15(1) DSA).
In addition, platforms must publish reports detailing the
accuracy and error rates of these systems.

e Appeal mechanisms: The DSA mandates that platforms
provide users with mechanisms to appeal content mod-
eration decisions. This guarantees human oversight in
the moderation process, allowing users to challenge deci-
sions made by automated TSD tools.

e Risk assessments: Platforms, especially very large online
platforms, are required to conduct regular risk assess-
ments to evaluate potential harms arising from content
moderation practices, including those associated with
Al-driven systems such as TSD.

These measures ensure that content moderation is trans-
parent, fair, and accountable, thereby balancing the protec-
tion of free speech with the need to address harmful content.
When assessing the impact of TSD tools on fundamen-
tal rights, especially in the context of CEPs, it is critical
to consider their effects on democratic processes. While
eliminating toxic speech can enhance inclusivity, excessive
restrictions on free speech may undermine public dialog and
influence public opinion in democratic societies (Rojszczak
2023; De Gregorio 2022).

In the Results and discussion section, we will dive fur-
ther into this trade-off between preserving free speech and
constraining toxic speech, while also examining the asso-
ciated psychological implications of intervention in public
discourses.

2.2 TSD and the GDPR

The GDPR is key to regulating Al systems used for content
moderation, including TSD tools. Article 22 of the GDPR
limits automated decision-making, including profiling,
unless it is based on explicit consent or contractual necessity.
This provision ensures that platforms using TSD allow users
to challenge decisions and request human intervention, espe-
cially when these decisions significantly affect their rights
(Farinho 2024).

A key principle of the GDPR is transparency, particularly
under Articles 13 and 14, which require platforms, when
they act as data controllers, to clearly inform users (data
subjects) about the processing of their personal data, includ-
ing the logic behind automated decisions. For platforms
using TSD tools, this implies informing users about why
their content has been flagged or removed (Farinho 2024).
Transparency fosters user trust and ensures accountability
in the content moderation process.

Moreover, the explainability principle, outlined in Article
13(2)(f), mandates that the data controllers shall provide
‘meaningful information’ on how decisions are made as well
as the significance and the envisaged consequences of such

processing for the data subject. This requirement is particu-
larly relevant for TSD tools, where decisions may be based
on complex algorithms that are not easily understood.

2.3 TSD and the Al act

The AI Act introduces additional requirements for platforms
or tools that may be classified as Al systems, as defined in
Article 3, Paragraph 1: ‘Al system’ means a machine-based
system that is designed to operate with varying levels of
autonomy and that may exhibit adaptiveness after deploy-
ment, and that, for explicit or implicit objectives, infers, from
the input it receives, how to generate outputs such as predic-
tions, content, recommendations, or decisions that can influ-
ence physical or virtual environments.” These systems may
be classified as high-risk Al systems if they significantly
impact democratic processes or public discourse, as outlined
in Annex III of the AI Act. Such a classification imposes
stricter legal obligations, requiring platforms to implement
measures for transparency, explainability, and human over-
sight (Farinho 2024; Appelman 2021).

Article 13 of the AI Act mandates that high-risk Al
systems must provide detailed information regarding their
functionality, accuracy, and limitations. This is crucial for
TSD tools to ensure that platform deployers understand how
decisions are made, how the Al operates, and acknowledge
the potential for errors.

Another critical aspect of the AI Act is human oversight.
Article 14 requires platforms using high-risk Al systems
to ensure human intervention is possible in cases where
Al decisions negatively affect fundamental rights, such as
unjustified content removal. The inclusion of human over-
sight acts as a safeguard against overly aggressive or biased
automated moderation, which could suppress free speech.

In addition to transparency and human oversight, Arti-
cle 15 stipulates that high-risk Al systems must maintain
high standards of accuracy, robustness, and cybersecurity
throughout their lifecycle. This provision ensures that Al
tools used for content moderation are reliable, resistant to
manipulation, and secure from potential breaches. Accuracy
in detecting toxic speech and robustness in maintaining high
performance are key to mitigating the risks posed by Al
driven content moderation systems.

Based on the legal frameworks presented in this section, it
is made clear that there is a strong need for the development
of qualitative criteria for evaluating the potential threats
posed by the deployment of Al tools in CEPs. Such criteria
are vital to ensure the tools are effectively integrated, operate
ethically, and comply with legal standards, thereby main-
taining the integrity and functionality of the platform. The
effectiveness of Al tools hinges on their ability to deliver
accurate and reliable outputs. By laying out these qualitative
criteria, the groundwork is set for identifying quantitative
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criteria that can offer more precise measures of the Al tools’
performance and alignment with regulatory standards.

3 Overview on TSD mechanisms and tools

As mentioned above, identifying toxic speech on online
platforms is an issue that requires urgent measures to cre-
ate a safe space (as far as possible) for online users from
all social groups. To address this, TSD tools based on ML/
Deep Learning* (DL) have been widely employed on online
social platforms, since automated moderation systems pro-
vide real-time detection capacities. Below, we provide a
thorough review on such TSD mechanisms with a focus on
the AI and explainability techniques they incorporate.

3.1 TSD mechanisms in social online platforms

With the goal of mitigating the adverse effects of toxic
speech, various Al methods have been developed to assist
human moderation (Alkomah and Ma 2022; Chhabra and
Vishwakarma 2023; Jahan and Oussalah 2023; Malik et al.
2021; Dessi et al. 2021; Mahajan et al. 2021; Bonetti et al.
2023; Salminen et al. 2020; Aurpa et al. 2022; Anjum 2024)
and are trained with hate-speech datasets (Alkomah and Ma
2022; Chhabra and Vishwakarma 2023). Malik et al. (2021)
conducted two sets of experiments for TSD on datasets
containing toxic content from Facebook and Twitter (now
X) to determine the best method in terms of accuracy. The
first experiment involved traditional ML techniques (e.g.,
Support Vector Machines (SVMs), Random Forest, etc.),
where the datasets were pre-processed using standard NLP
methods such as stop-word removal, part-of-speech tagging,
lemmatization etc. The second tested DL models, such as
Convolutional Neural Networks (CNNs) after applying
Bidirectional Encoder Representations from Transformers
(BERT) and fastText embeddings. BERT (Devlin et al. 2019;
D’Sa et al. 2020), is a transformer-based neuronal network
for NLP. It generates word embeddings by considering the
context of each word within a sentence allowing it to capture
correlations and contexts more effectively. Moreover, it is
called ‘bidirectional’, since it can parse a text token from
either of its two sides (left and right) during the training
process (Malik et al. 2021). Different variations of BERT
can be found in the literature. For example, MBert, a mul-
tilingual transformer, RoOBERTa (Liu et al. 2019) a fine-
tuned version of BERT that is more efficient than the latter
in specific NLP tasks, and BERTweet (Nguyen et al. 2020),
which can understand both text and emoticons and is thus,

* Convolutional Neural Networks, Long Short Term Memory Net-
works (LSTMs), Recurrent Neural Networks (RNNs).
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more suitable for TSD in social media (especially Tweets in
English). In contrast to BERT, FastText (Joulin et al. 2017;
D’Sa et al. 2020) is non-context-based and can effectively
learn the structure of a word/phrase (i.e., suffixes, prefixes,
and short words) by creating character n-gram representa-
tions of words (Malik et al. 2021). It is worth mentioning
that these techniques and similar ones are large-scale models
that are usually pre-trained and possibly later fine-tuned for
specific applications.

Similarly, in Salminen et al. (2020) and Bonetti et al.
(2023), a comparative analysis between various ML and DL
models with NLP processing techniques for TSD in social
media was made. Bonetti et al. (2023) showed that BERT-
weet achieves the best accuracy among all DL models, but is
computationally expensive. Similarly, Salminen et al. (2020)
demonstrated BERT’s strong performance. In contrast to
Salminen et al. (2020); Malik et al. (2021) and Bonetti et al.
(2023), an evaluation by Dessi et al. (2021) focused exclu-
sively on evaluating DL architectures using various word
embeddings, including BERT, to identify different levels
of toxicity in online content. Aurpa et al. (2022) employed
both BERT and ELECTRA (Efficiency Learning an Encoder
that Classifies Token Replacements Accurately) and other
transformers to identify offensive comments in Bangla from
Facebook. ELECTRA (Clark et al. 2020) understands the
difference between ‘real’ input text sequences from those
generated by another language model, operating more effec-
tively than BERT-like methods, while in Aurpa et al. (2022),
these two approaches yielded almost identical accuracy
results. Similar to many of the previously reviewed studies,
Mahajan et al. (2021) and Mehta and Passi (2022) employed
ML and DL models with different pre-trained word embed-
dings (e.g., fastText in Mahajan et al. 2021 and BERT in
Mehta and Passi 2022), for TSD in various datasets. In both
studies, RNNs (Recurrent Neural Networks) were found to
be the most accurate compared to the rest of the methods.
Specifically, GRU (Gated Recurrent Units) were most effec-
tive according to Mahajan et al. (2021) and LSTM achieved
the highest accuracy in Mehta and Passi (2022).

However, all aforementioned methods focus on detect-
ing abusive text in social network platforms. In contrast,
TSD on CEPs has gained limited to no attention, despite
the fact that it is particularly essential in this context and
requires a more fine-tuned approach. A few works address
societal issues, such as Fan et al. (2021) and Grimminger
and Klinger (2021), which cover TSD BERT-based meth-
ods for social media as well. In Fan et al. (2021), a toxicity
detection approach was developed and trained upon Tweets
commenting on UK Brexit, while the dataset used for train-
ing in Grimminger and Klinger (2021) contains Tweets from
Biden and Trump supporters during the 2020 US Elections.
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Fig. 1 Comparison between Request
black box models and explain-
able models « Why this result?
Black Box Neural i ‘  Why not some other result?
» Learned Function e Can | trust the result?
Network . > .
o What is the best input | can provide?
Request
Y ¢
' ‘ o Decision reasoning is clear.
Explainable 5| Explainable > « The result is trustworthy
Model Interface ¢ o | know how to modify my input

3.2 Explainability in Al models

Content moderation on social media platforms is essential
for raising international awareness of social movements and
requires fair, transparent, and culturally sensitive policies.
Transparency, which allows for regular fairness evaluations,
is especially important during politically sensitive events.
For example, Meta’s Oversight Board criticized its auto-
mated moderation during the Israel-Hamas conflict due to
several flaws in content removal (Abokhodair et al. 2024).
Particularly, algorithmic content moderation can err on the
side of caution, leading to the over-removal of content that is
not genuinely harmful. This includes satire, political dissent,
and expressions in minority dialects, all of which risk being
suppressed by automated tools. Such over-removal dispro-
portionately affects marginalized groups by documenting
false positive bias in ML models used for abusive content
detection (Yee et al. 2022). Studies show that identity-related
terms (e.g., ‘Muslim’, ‘gay’), as well as language associ-
ated with disability, gender, or African-American Vernacu-
lar English, are more likely to be misclassified as abusive
(Hutchinson et al. 2020; Halevy et al. 2021). These errors
are exacerbated by annotator bias and the penalization of
linguistic features like non-standard vocabulary (Yee et al.
2022). The rise in toxic online speech, particularly target-
ing underprivileged groups, highlights the need for effec-
tive yet transparent tools for detecting toxic speech. Despite
advances in ML, DL, and NLP, the most widely used TSD
tools on social media often lack explainability, limiting their
potential for employing them in CEPs. By addressing this
limitation and utilizing Explainable Al (XAI) techniques,
more inclusive and trustworthy, and thus safer online spaces
where diverse voices can participate would be enabled. This
would not only foster a more equitable digital environment
but also contribute to strengthening democratic processes
and promoting social cohesion.

When individuals, whether they be users, developers, or
the individuals affected by the AI model’s decisions (citizens
on CEPs), understand how an Al system works and why it

makes the decisions it does, they are more likely to trust
it, as well as the decisions made by it (Cook et al. 2021;
Abokhodair et al. 2024; Suzor et al. 2019). This is especially
important for high-stakes applications of Al, such as civic
engagement, healthcare, finance, and criminal justice. Fig-
ure 1 illustrates the contrast between traditional ‘black-box’
DL models and the goal of XAI.

Despite the benefits of explainable and transparent Al,
there are also some challenges. One is that some Al models
are very complex and difficult to explain. Another challenge
is that there is no single definition of what it means for an Al
system to be explainable or transparent.

ML models such as decision trees and Bayesian networks
are easily interpreted by evaluating the contribution of each
feature to the output due to their linear combination nature.
However more complex models containing significant non-
linearity do not provide any intuitive insight of their internal
mechanisms. Thus, they are often referred to as ‘Black-Box
Systems’ (Banerjee and Barnwal 2022).

By not disclosing their internal designs and decision-
making processes, the predictions of such systems are espe-
cially hard to be justified to the end-users. The goal of XAI
is to successfully communicate to its users why a decision
was made, while also aiding the researchers in retracing the
functionality of the models with the goal of deducing the
inference mechanism employed.

3.3 Explainability in TSD Al tools

In the case of Al-driven TSD tools, some works develop
methods that inherently provide a level of explainability
(Hoang et al. 2024), while others focus on data augmentation
methods (Ansari et al. 2024) and toxicity-annotated datasets
(Mathew et al. 2021) to improve explainability. Hoang et al.
(2024) developed a DL encoder—decoder framework, where
the encoder detects implicit toxic speech and the decoder
produces its explanation. In implicit toxic speech, the toxic-
ity of the text is not always immediately apparent. Thus, an
explanation of why a passage was deemed offensive must
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Table 1 Overview of XAI models

XA tool Description

LIME (Local Interpretable Model-
Agnostic Explanations) Ribeiro et al.
(2016)

Provides local, interpretable explanations for individual predictions made by any ML model (model-
agnostic). LIME explains the problem locally meaning that it does not generate an explanation for
the whole model. Thus, it works by creating a simpler, interpretable model that approximates the

behavior of the complex model. LIME also highlights words that render a text toxic, providing

visual results

ERASER (Evaluating Rationales And

Simple English Reasoning) DeYoung
et al. (2020)

ERASER contains various explanation metrics to measure the plausibility and faithfulness of NLP
model predictions compared with ground-truth human rationales. Plausibility indicates whether
the NLP predictions are convincing to humans, while faithfulness is a measure of how accurate is

the reasoning of the model i.e. in identifying toxic speech, and, thus, both these measures provide

explainability
SHAP (SHapley Additive exPlanations®)

SHAP calculates the contribution of each feature to the output of a ML model, thus being prediction-

local like LIME. This can be helpful for understanding how each feature affects the model’s predic-

tions
T-EBANO Ventura et al. (2022)

T-EBANO produces both prediction-local and class-based model-global (across predictions) expla-

nations in the form of human-interpretable text and numerical reports that are also human-inter-
pretable. To provide explanations about the decision-making process of a model, T-EBANO uses
objective metrics to measure the contribution of interpretable features during inference at the local
and global levels. Subsequently, subjective measurements were applied through human surveys to
evaluate the quality of the proposed explanations method

®https://christophm.github.io/interpretable-ml-book/shapley.html

be provided. To address this challenge, Ansari et al. (2024)
applied data augmentation techniques, synthetically increas-
ing the volume of a dataset to improve the explainability of
a model. A representative dataset for explainable TSD is
HateXplain (Mathew et al. 2021), which contains annota-
tions for both the type of toxicity (e.g., hate, offensive, nor-
mal), the disadvantaged group that has been targeted, and
an explanation as to why a text excerpt was deemed toxic.
Furthermore, there are numerous works, such as Mahajan
et al. (2021), Mehta and Passi (2022), Shakil and Alam
(2022), Ibrahim et al. (2022), Ventura et al. (2022), Ansari
et al. (2024), and Kibriya et al. (2024), where XAI models as
the ones described in Table 1, were utilized to evaluate the
explainability of the implemented TSD tools. In Mehta and
Passi (2022), one of the most prominent XAI tools, LIME
(Local Interpretable Model-Agnostic Explanations, Ribeiro
et al. 2016) as well as the ERASER (Evaluating Rationales
and Simple English Reasoning, as in DeYoung et al. 2020)
benchmark, were applied as explainability methods. More
specifically, Mehta and Passi (2022) tested both of these
XALI tools on the HateXplain dataset and concluded that an
Artificial Neural Network (ANN) model with convolutional
and feedforward layers with BERT embedding performed
the best in terms of accuracy and explainability in HateX-
plain. In Shakil and Alam (2022) as well as in Ansari et al.
(2024), LIME was also used to assess the explainability of
their proposed explainable methods. Another prominent XAI
model is SHAP (SHapley Additive exPlanations’), which

3 https://christophm.github.io/interpretable-ml-book/shapley.html
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was employed alongside LIME to provide explanations
for a DL TSD network in Kibriya et al. (2024). Notably,
Ventura et al. (2022) introduced a new XAl technique named
T-EBANO, which was applied to DL NLP models for toxic-
ity classification.

It is important to note, that some of the aforementioned
methods (Hoang et al. 2024; Bonetti et al. 2023) included
in Table 2 marked as explainable do not evaluate their self-
reported explainability with any strict metrics. Specifically,
they lack the application of standardized metrics, such as
those reported by the OECD or evaluations based on estab-
lished XAI methods (Gongane et al. 2024). Instead, these
studies offer more task-specific explanation approaches
(Pavlopoulos et al. 2021) or highlight toxicity spans inside
a text (Sarker et al. 2023) to indicate the source of the mod-
el’s decision. Others categorize toxicity into subclasses for
multi-label/multi-class classification (Risch and Krestel
2020), or provide auxiliary information for the TSD pro-
cess, such as the target group of abusive language (Hoang
et al. 2024). Nevertheless, many works combine XAI tech-
niques with non-strict explainability techniques, e.g., data
augmentation, multi-class classification, etc., to provide
better reasoning for the decision-making processes of TSD
methods (Shakil and Alam 2022; Ansari et al. 2024; Kibriya
et al. 2024).

Just like the non-explainable TSD Al methods described
in Sect. 3.2, these methods use ML/DL models whose train-
ing data mainly comes from social media content (Gongane
et al. 2024). However, explainable TSD tools that have been
trained and tested on comments, posts, and conversations
from CEPs are still scarce to date.
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Table 2 (continued)

18

Commercial

Domain of dataset, evaluation

Open source/open code

Methods/metrics for explain-

>
2
=
B8
<
)
-
B0 B
x o g
S8 AN

Type of mode (embed-
ding + TSD classifier)

Tool

Springer

Social media, n.s

X (Using open-source mod-

LIME

v

BERT + DL models (CNNs,

Ansari et al. (2024)

els— BERT, LIME, etc.)

LSTMs)
BERT, etc. + LSTM

Information portal, n.s

T-EBANO

Ventura et al. (2022)

n.s. not stated; N/A not applicable

4 Results and discussion

In this section, the main results from a psychological,
legal and implementation perspective are described and
discussed, in particular, the differences and similarities
between TSD on social media platforms and CEPs, the
quality and clarity of ToS on content moderation, the
concepts of effectiveness, reliability, and explainability
of TSD tools, and finally, a closer look at two tools, Per-
spective API and TrollWallAl, comparing their benefits,
limitations and ethical and legal shortcomings.

4.1 Quintessence of the psychological and legal
perspective

As mentioned previously, it is crucial to recognize that
the detection and potential filtering of toxic speech rep-
resent a double-edged sword. This is even more critical
for CEPs, as these platforms, which may be managed by
public entities, or private companies, play a direct role
in democratic processes by facilitating dialog, voting on
community issues, and interactions with municipal bodies.
Consequently, decisions on content moderation and TSD
directly impact democratic participation, public dialog-
opinions. This makes content moderation policies highly
sensitive, as they may unintentionally restrict public input
and limit the free exchange of ideas, both of which are
crucial for healthy or even deliberative democratic pro-
cesses (Sunstein 1995). Attempts to introduce excessive
‘political correctness’ may negatively impact public dis-
course (Vaughan-Johnston et al. 2024). When individu-
als perceive threats to their freedom of expression, they
often experience psychological reactance, a combination
of anger and resistance (Brehm and Brehm 1981; Dil-
lard and Shen 2005). This reactance can lead to backlash
effects, negative attitudes towards protected groups, and
active defense of perceived communicative autonomy.
Furthermore, restricting communication opportunities for
groups can decrease well-being and even motivates them
to actively defend their place within their social hierarchy
(Kachanoff et al. 2022).

Beyond psychological considerations, content modera-
tion, particularly through TSD, has become a legal obliga-
tion for digital platforms. These platforms are required to
take action not only against illegal content but also against
content that violates their own terms of service. In the
case of social online platforms, this requirement is par-
ticularly sensitive, as it allows private entities not only to
interpret broad legal terms like ‘hate speech’ to identify
illegal content but also to set standards for unacceptable
material, such as toxic speech, based on their own ToS.
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This raises complex questions about the power of private
companies over public discourse to shape societal norms
and public opinion.

Another challenge for content moderation is the mean-
ing of a spoken act, which is never fixed by words but
shaped through their interpretation by others (Butler 1997).
Whether terms are perceived as toxic arises primarily from
their context, the person delivering, the person receiving,
and sometimes the relationship between them (Read 2018;
Haythornthwaite 2023). This subjective nature of toxicity
underlines the challenges of Al-driven tools for detecting
toxic language that effectively account for contextual dif-
ferences. As algorithmic systems are yet unable to capture
complex social dynamics, the inclusion of human oversight
remains important. At present, achieving fairness and non-
discrimination in content moderation requires human inter-
vention for a more context-sensitive approach, complement-
ing the current limitations of Al-driven TSD.

4.2 Gaps between TSD tools on social media
platforms and CEP-specific requirements

At first sight, there is no reason to assume that the underly-
ing principles and intended objectives of TSD should be
any different for social media platforms than for CEPs (e.g.,
to protect vulnerable groups and communities and to avoid
discrimination). However, there are at least two significant
differences between these two types of platforms. First,
in terms of content diversity and second, in that the aim
of CEPs should be to support collective and collaborative
problem-solving and decision-making, which is not neces-
sarily the case with social media platforms. While content on
social media platforms can cover all kinds of topics, includ-
ing less polarizing ones (e.g., posts about pets or vacations),
CEPs are exclusively about one more polarizing topic: poli-
tics. In the ideal case of a CEP, people feel a kind of connect-
edness and relevance when it comes to a discourse about—
for example—mobility plans in their neighborhood or city,
otherwise the ambition of participatory democracy would
be missed. The discourse and the resulting collaborative
decisions can have a direct impact on individual users (for
example, if the mobility plans under discussion would lead
to increased traffic and noise pollution near their homes).
This also leads to polarization, which in turn can reinforce
toxic speech as well as a discussion behavior, that might be
emotional or exaggerated, but not toxic speech in the nar-
rower sense, and necessary for a democratic discourse and
collaborative decision-making. From this perspective, it can
be argued that TSD gains additional importance in a CEP
and that a better distinction is needed between genuine toxic
speech and lively, emotional contributions to the discussion.

From a legal standpoint, there is an important and
highly relevant distinction worth noting. CEPs are usually

operated by public bodies or organizations acting under a
public mandate to encourage participatory democratic pro-
cesses. Because of this, they are more likely to be consid-
ered high-risk systems under the Al Act. This designation
brings stricter obligations, including greater transparency,
thorough documentation, active human oversight, and the
requirement to carry out a Fundamental Rights Impact
Assessment. In contrast, these legal duties do not always
extend to commercial social media platforms. In addition,
since CEPs directly help citizens exercise their fundamen-
tal democratic rights, their operators shoulder extra respon-
sibility. They must ensure that any automated moderation
tools they adopt—including TSD systems—uphold essential
values like non-discrimination, freedom of expression, and
procedural fairness, as set out in the Charter of Fundamental
Rights of the European Union.

Concluding with the prerequisites of an ethical deploy-
ment of Al-driven TSD, meaning prioritizing fairness and
using Al for the good, transparent reasoning behind auto-
mated decisions of systems also allow users to understand
the promotion of fairness and guidelines on a platform. This
enables both users and developers a continuous improvement
of the system’s power and the mitigation of potential biases.

4.3 The practical implementation perspective

Given this context, the distinction between general online
platforms, social online platforms, and CEPs (as a subcat-
egory of the others) is crucial, with implications beyond
legal classifications. While CEPs using Al-based TSD tools
may be classified as high-risk under the EU Al Act—thus
facing stricter regulatory obligations—their unique role in
promoting democratic participation means that the impact
of TSD implementation reaches far beyond compliance. The
integration of TSD in CEPs profoundly influences users and
can shape democratic values and societal norms.

As our review clearly shows, both non-explainable Al and
XAI TSD methods reviewed in this work, focus on evaluat-
ing datasets originating from social media platforms, where
the majority of social interactions take place and abusive,
discriminatory, and offensive language lurks, revealing a lit-
erature gap in TSD tools and respective XAl tools employed
in the context of CEPs.

In light of these considerations, we strongly recommend,
from a multidisciplinary perspective, not only the adaptation
of TSD tools commonly used on broader online platforms,
recognizing that the vast majority of CEPs currently lack
TSD tools, but also the establishment of essential minimum
requirements for the effective adoption of content modera-
tion mechanisms. These include (1) quality and clarity, (2)
effectiveness and reliability and (3) explainability of AI TSD
tools.

@ Springer
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4.3.1 Quality and clarity of ToS on content moderation

Platforms should clearly and unambiguously define toxic
speech within their ToS, detailing what constitutes unac-
ceptable content to: (a) avoid subjective interpretations,
(b) evaluate the accuracy of TSD tools, (c) allow users
the opportunity to challenge content moderation deci-
sions, and (d) strengthen and improve the Al system’s
accuracy by learning from past results.

The ToS should include transparent explanations and
practical examples to help users understand the bounda-
ries of acceptable content, even listing specific words or
phrases that may be characterized as toxic speech.
Terms should avoid overreach and not arbitrarily limit
free expression, ensuring terms are reasonable, fair, and
not overly restrictive.

Safeguards should be in place during the creation and
updating of ToS, establishing a clear, objective method-
ology for the operation and decisionmaking of content
moderation mechanisms. This approach helps prevent
potential manipulation of public opinion or distortion of
community preferences and intentions by the operators of
the CEPs. It should contain the methodology for drafting
and reviewing the ToS, the body responsible for draft-
ing, reviewing and officially accepting the ToS of the
platform.

4.3.2 Effectiveness and reliability of TSD Al tools

Accuracy: TSD tools must achieve a high level of preci-
sion in identifying toxic content to prevent the unjust
suppression of legitimate discourse. From a technical
standpoint, the accuracy of these Al tools often var-
ies, influenced by factors such as the nature of the data
used for training such methods, the optimal selection of
hyperparameters (e.g., learning rate, type of optimizer,
number of epochs, etc.), which is often a trial and error
procedure, the architecture of the Al model (e.g., number
of layers, number of neurons in each layer, etc.) as well
as language, platform content, and context that may indi-
cate the presence of implicit offensive language in text
excerpts evaluated during inference. Our state-of-the-
art review showed that the most commonly used word
embedding prediction Al mechanism, BERT (Devlin
et al. 2019; D’Sa et al. 2020), and its variations (e.g.,
BERTweet, ROBERTa, etc.) are found to have the best
accuracy among similar mechanisms such as FastText
(Liu et al. 2019; Salminen et al. 2020; Bonetti et al. 2023;
Aurpa et al. 2022), mostly due to being context-aware,
meaning that its decision-making process is based on the
context of the under-evaluation text excerpt. Neverthe-
less, it should be underlined that high accuracy entails
the increased need for computational resources (Bonetti
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et al. 2023), which poses an obstacle in the case of both
reproducing/fine-tuning and applying these methods. As
for the Al models combined with BERT and FastText
embeddings to increase the effectiveness of toxic lan-
guage processing, recent works on TSD focus on sophis-
ticated ML [e.g., Random Forest, SVMs, (Malik et al.
2021; Bonetti et al. 2023)] and Deep Learning Neural
Networks [e.g., CNNs, LSTMs, etc. (Dessi et al. 2021;
Mehta and Passi 2022)], with DL methods such as RNNs
(Mahajan et al. 2021; Mehta and Passi 2022) indicating
the best performance regarding this task. Since accuracy
depends on a multitude of factors and, thus, being prob-
lem-specific, the task of defining the optimal TSD based
solely on accuracy is rather difficult. However, a direc-
tion to ensure increased accuracy based on our review
findings is to create TSD tools that consist of an RNN
as a base (e.g., LSTM) and utilize BERTtype embed-
dings, whose form will be decided upon the nature of the
problem (e.g., MBERT to perform toxicity detection in
multilingual text).

e Efficiency: For TSD systems to effectively maintain
platform integrity, swift action is crucial. Rapidly iden-
tifying and removing harmful content is essential, as
even brief exposure to toxic material can have signifi-
cant consequences. Even when post-moderation quickly
deletes such content, the short-term visibility can lead
to lasting effects. This exposure can intensify negative
attitudes within majority groups towards minority groups
(Carnaghi and Maass 2007), increase online visibility for
toxic speech instigators (ElSherief et al. 2018), and cre-
ate a perceived unsafe environment for affected minority
groups.

4.3.3 Explainability

e Transparency in how TSD tools make decisions

e Accountability to ensure alignment with legal standards
and platform policies

e A robust right to object or users to challenge moderation
decisions

e Effective human oversight to verify Al-driven actions.

With TSD being a task of many social and legal impli-
cations, the choice of explainability method is crucial for
achieving the objectives above, to provide either the user,
developer, or researcher with an insight into the Al deci-
sion-making processes (i.e., why a text was deemed toxic).
The literature review performed for the purposes of this
work resulted in a categorization of publications that focus
on explainable TSD. However, while multiple tools pre-
sented in Table 2 are classified as explainable, there is a
clear gap identified in this work, when it comes to compar-
ing the explainability between different tools or methods.
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Our findings demonstrate that while steps have been taken
toward the right direction of providing explainable tools,
current approaches are varied, ranging from the inclusion
of an additional classification step after the decision of a
model (Kirk et al. 2023), to highlighting words that drive
the model to decide a text excerpt was toxic (Pavlopoulos
et al. 2021), hence hindering the selection of the most appro-
priate explainability tool for each TSD model. The lack of
strict explainable methods, i.e., metrics or public benchmark
datasets employed on such tools, makes the task of selecting
an automated toxicity sensor with the goal of moderating
text-based content on a CEP even harder than it already is.

Moreover, it is crucial to emphasize that explainability
alone does not guarantee regulatory compliance. Legal
conformity of TSD tools must be assessed holistically, con-
sidering broader system integration, transparency, fairness,
human oversight, and the platform’s operational context.
Under the DSA, the evaluation should take into account the
tool’s role within a complete content moderation system,
including moderation criteria, Terms of Service alignment,
and user appeal mechanisms. GDPR compliance depends
not only on technical design but also on the structure of
associated data processing activities, requiring human over-
sight, records of processing, and Data Protection Impact
Assessments. The Al Act further requires systems to align
with the provider’s intended use, include effective human-
in-the-loop mechanisms, and incorporate measures ensuring
fairness and bias detection. In specific cases, a Fundamental
Rights Impact Assessment may also be required. Therefore,
the existence of an explicit explainability method does not,
by itself, render a tool compliant; rather, a broader, context-
sensitive legal analysis is necessary to ensure that TSD tools
are implemented in a legally sound manner.

4.3.4 TSD on CEPs—a closer look on perspective API
and TrollWallAl

Out of the CEPs that have been reviewed for the purposes of
this work, only two (YourPriorities,6 CEEDW7) state that a
TSD is employed on their platform. Such an observation is
problematic, due to the fact that these TSD tools, Perspective
API, and TrollWallAl, respectively, are not explainable and
Perspective APl is not even open source, as stated in Table 2.
Nevertheless, a more thorough look at these two tools, Per-
spective API and TrollWallAl, is more than necessary to
further understand the benefits that render them suitable for
CEP deployment as well as their limitations and ethical and
legal implications.

S https://www.yrpri.org
7 https://ceeddw.org

4.4 Benefits

Perspective API presents high performance as was con-
cluded via holdout evaluations across 18 different lan-
guages. More precisely, before training, a percentage of the
annotated (toxic/non-toxic) comments are omitted from the
training dataset. Subsequently, the trained model’s scores
are compared against the labels of the left-out comments.
Depending on the language, these scores vary, for instance,
in languages with little data, the scores are lower. Out of 18
languages, English has the best performance results, while
Indonesian has the lowest scores. Moreover, great effort
has been made to conduct a toxicity bias evaluation over 18
languages, reporting very low bias scores on almost all lan-
guages. Overall, via the model’s website, the developers of
Perspective API are quite transparent regarding the toxicity
rates achieved across different languages and tasks. While
Perspective API’s publication of toxicity rates by language is
commendable and aligns with best practices in transparency,
there is no specific EU legal provision that explicitly man-
dates vendors to publish exactly these metrics. Therefore,
you might frame this as a voluntary transparency measure
that supports compliance, rather than implying it is strictly
required by law.

In the case of TrollWall Al, many benefits are reported
in TrollWallAT’s official website, including fast real-time
content moderation providing notifications/recommenda-
tions for the user to take action in the case of toxic content.
Among its functionalities, TrollWall Al provides statistics
regarding the amount of hidden/non-hidden content on a
platform and their sources, while it can learn online and
adapt from human moderator comments.

4.5 Limitations

As for the limitations of Perspective Al, the model may con-
tain unintended bias stemming from the data used for its
training. Hence, biases in the training data may be reflected
in the predictions of the model. As cited in Perspective API’s
website, the developers of the tool are working diligently to
mitigate this issue. Furthermore, the tool does not incor-
porate any explainability mechanisms, which hinders the
model’s transparency regarding its decision-making pro-
cesses. According to the above legal analysis, transparency
in TSD models is more than necessary especially in the case
of CEPs. Another limitation of Perspective API is that it
is closed-source, rendering Al developers and researchers
unable to modify/re-train it based on the needs of the plat-
form (either social or civic engagement one) that this TSD
tool will be employed. TrollWall Al is also closed-source
and not explainable. However, unlike Perspective API, the
developers of TrollWall Al do not expose any accuracy or
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bias scores to be used for comparative analysis with other
TSD tools.

4.6 Ethical and Legal shortcomings

DSA transparency obligations

Articles 14 and 15 of the DSA require platforms to
publish clear content moderation policies and provide
transparent reporting on the accuracy and error rates of
automated systems. YourPriorities, which integrates Per-
spective API, provides general Terms of Service prohibit-
ing ‘unlawful, harmful, threatening, abusive, harassing
[...] or otherwise objectionable’ content but fails to define
‘toxic speech’ with sufficient precision. As Perspective
API only outputs a numerical toxicity score without con-
textual explanation, the platform must retrofit moderation
justifications, complicating compliance with the DSA’s
‘statement of reasons’ requirement. TrollWallAl, simi-
larly, does not provide public criteria or explanations for
its moderation decisions, leaving the deployer unable to
fully meet the DSA’s transparency expectations.

GDPR right to explanation and human review

Under Articles 13, 14, and 22 of the GDPR, data con-
trollers must provide ‘meaningful information’ about the
logic of automated decision-making and allow users to
contest decisions and request human review. Neither Per-
spective API nor TrollWallAl offers built-in explainabil-
ity mechanisms or discloses their use of automated mod-
eration in a way that enables effective human oversight.
For YourPriorities (Perspective API), the privacy policy
does not mention the existence of automated moderation
or any human intervention procedures. This severely lim-
its users’ ability to exercise their GDPR rights. TrollWal-
1AI also does not publish information enabling platforms
to satisfy these legal duties.

Al act documentation and oversight requirements
Articles 13 and 14 of the proposed Al Act impose docu-
mentation, risk management, and transparency obliga-
tions for high-risk Al systems used in public discourse.
Based on the information publicly available on their
websites, it is unclear whether either Perspective API or
TrollWallAlI provides sufficient technical documentation
to meet the provider obligations set out by the Al Act.
Ethical implications: erosion of trust, accountability,
and chilling effects

The closed-source nature of Perspective API precludes
independent auditing and public scrutiny of its decision-
making processes, which can fuel suspicion about hid-
den biases or inconsistent enforcement. In both cases,
the absence of human-readable justifications for content
removals prevent users from meaningfully challenging
decisions. This undermines civic trust and risks chilling
legitimate speech, particularly from vulnerable or mar-
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ginalized groups, ultimately weakening democratic par-
ticipation and the legitimacy of CEPs.

With our state-of-the-art review of XAI TSD tools, we
have shown what steps have been taken so far towards auto-
mating the transparent Al-driven detection of toxic language
on online platforms, to create a safe and inclusive environ-
ment for all users regardless of which societal group they
belong to. Nevertheless, when adopting TSD mechanisms
in CEPs, a combination of RNN-BERT-type tool with a
mechanism of highlighting toxic words such as an XAI
like LIME would be proved beneficial for such platforms,
since this approach ensures both high accuracy and end-user
transparency and explainability. This feature would allow
users to see precisely which terms or phrases triggered the
moderation. For CEPs, this combination of accuracy and
explainability could enhance trust and democratic engage-
ment, making it particularly relevant for a paper focused on
the distinctive content moderation needs of CEPs.

5 Conclusion and outlook

Our multidisciplinary review highlights a critical misalign-
ment between the current landscape of Al-driven TSD tools
and the normative requirements of CEPs. Most existing
tools have been developed for social media contexts and
lack the transparency, explainability, and contextual adapt-
ability necessary for the democratic and legally account-
able environment of CEPs. Although some tools incorporate
explainability methods such as LIME or SHAP, these remain
the exception rather than the rule, and even among those
labeled as ‘explainable’ rigorous evaluation standards are
often missing. Particularly, the only TSD tools evaluated
or used on CEPs—Perspective API and TrollWallAl—are
proprietary, non-explainable. The legal addendum contrib-
utes with the remark that even explainability of tools does
not guarantee compliance with legal frameworks, such as
the DSA, GDPR, and AI Act. Rather, a holistic, context-
sensitive integration of TSD tools into platform governance
structures is essential. Based on the gap of legally compliant,
explainable, and domain-evaluated TSD tools, we provided a
research agenda with short- and long-term goals to be inves-
tigated within each discipline.

Building on our review of the legal, psychological, and
technical challenges of TSD in CEPs, we call for future
research directions, which address the gaps in explainabil-
ity of AI TSD tools and their ethical and legally compliant
deployment. We, therefore, propose short-term and long-
term goals from each perspective.

Future psychological research must explore how users
perceive and respond to explainable TSD tools in civic
engagement contexts.
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Short-term goal: Investigate how different user groups
(e.g., marginalized vs. majority users) understand and
trust various forms of XAl-generated explanations. In
addition, examine how perceived fairness and degrees of
automation in moderation (fully human, hybrid, or fully
automated) influence civic participation and user engage-
ment on CEPs.

Long-term goal: Assess the broader psychological impli-
cations of TSD tools applied on CEP on user diversity and
the equal representation of social groups on the platform.

Future technical research aims to improve evaluation and
standardization of explainability in TSD tools on CEP.

Short-term goal: Perform explainability evaluation, using
existing objective metrics and correlate with the under-
standing of CEP platform users via questionnaires.
Long-term goal: Propose strict standards that should be
fulfilled via a unified explainability evaluation frame-
work.

Legal research aims to address regulatory gaps and pro-
pose governance solutions for the ethical deployment of
TSD systems on CEPs.

Short-term goal: Ensure user-facing transparency and
meaningful explanations for moderation decisions, in line
with GDPR, DSA, and Al Act requirements. Platforms
must establish human-in-the-loop oversight policies, and
providers of AI TSD tools should publish the technical
documentation necessary for conducting a DPIA and a
Fundamental Rights Impact Assessment under AI Act. A
specific Fundamental Rights Impact Assessment template
should be developed for the use of AI TSD tools in CEPs,
aiming to identify and implement concrete technical and
organizational measures that guarantee fair and transpar-
ent detection of toxic speech. These measures must also
safeguard freedom of expression and ensure transparent
processes for political discourse and fair public dialog.

Long-term goal: Advance research on the development of
open documentation and audit-friendly standards to ena-
ble regulatory compliance and enhance public account-
ability. Institutionalize civic transparency reporting as a
legal obligation, in line with DSA and the principles of
digital constitutionalism, to ensure that CEPs regularly
disclose detailed information on moderation activities
and automated decision-making processes. This report-
ing must also address the specific role of CEPs in safe-
guarding freedom of expression and ensuring fair and
open political discourse. Further research should specify
the potential role of participatory governance mecha-
nisms—such as user panels, citizen advisory boards, or
ombudspersons—in monitoring the platform’s compli-

ance with legal frameworks and the responsible use of
AI'TSD tools. Such mechanisms can promote democratic
accountability and inclusiveness by providing structured
opportunities for stakeholders to oversee and contest
moderation practices.
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